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Introduction 

It’s a great time to start a small or mid-sized 

business. You have the entire world’s knowledge 

and resources at your fingertips, as well as an 

unprecedented opportunity to connect with a 

worldwide customer base.

But all this connectivity brings with it the risk of 

cybersecurity breaches from bad actors. And if 

you’re thinking, “No one would target my little 

business,” it’s time to take a look at the numbers.

Around 85% of data breaches and 58% of all cyber attacks in general target small 

businesses. Some of the most popular types of attacks include:

• Ransomware, where an attacker locks down your data and systems and

doesn’t allow you to access them unless you pay a specified amount

• Distributed denial-of-service (DDoS) attack, in which attackers

programmatically hit your website or server with so much traffic, the 

system crashes and you’re left picking up the pieces

• Phishing attacks that target you or your employees in an attempt to gain

access to your systems, money, or customer data

Sadly, around 60% of small businesses who are hit by a cyberattack shut down within 

six months.

https://www.insurancebee.com/blog/smb-owners-unprepared-for-cybercrime
https://www.securitymagazine.com/articles/89202-small-and-mid-size-businesses-need-to-focus-on-cybersecurity
https://www.insurancebee.com/blog/smb-owners-unprepared-for-cybercrime
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Process

The only way to fully address cybersecurity risks for your organization is to take a 

multi-pronged approach. 
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Vulnerability Scanning

To shore up any risky gaps in your infrastructure, you have to first identify where those 

gaps exist. You can do this by using applications called vulnerability scanners.

A vulnerability scanner will catalog all the systems 

connected to your network, including computing devices, 

printers, and also back-end infrastructure like servers, 

virtual machines, firewalls, and switches. As it catalogs 

these items, it will attempt to identify their operating 

systems and software, user accounts, and open ports. It 

may also attempt to log in using default credentials to 

ensure you haven’t left any devices operating under default passwords or user names, 

as doing so can serve as an open door for cyber criminals.

Once the vulnerability scanner has cataloged everything on your network, it will 

compare your systems and applications to a current list of known vulnerabilities. 

Known vulnerabilities are flaws or security weaknesses that have been identified 

within a piece of software. Often, they’re officially acknowledged by the software 

maker, who typically releases a software upgrade or “patch” to remove the 

vulnerability.

In the end, you’ll be served a list of potential vulnerabilities to remediate through 

updates and patching. Once you’ve addressed all of those vulnerabilities, it’s a good 

idea to run the scanner again and see how you fare. Keep plugins and applications 

updated on a continuous basis — you may even want to make it a daily process.

If you’re working with a managed hosting provider, they’ll handle this entire process 

for you, so if you don’t have IT manpower to devote to vulnerability fixes, consider 

going the managed route.

https://hub.liquidweb.com/videos/update-your-software-applications-os-and-plugins-cybersecurity-tip-from-liquid-web
https://hub.liquidweb.com/videos/update-your-software-applications-os-and-plugins-cybersecurity-tip-from-liquid-web
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DDoS Protection

Distributed-denial-of-service (DDoS) attacks, 

sometimes called simply denial-of-service 

(DoS) attacks if they’re launched by a single machine, are a tactic used by cyber 

attackers to make your machine(s) or network temporarily unavailable for their 

intended use. This could mean crashing your website or overloading your server so 

that you and your employees can’t access your files. 

DDoS attacks sometimes take place for political reasons (e.g. cyber terrorism, crashing 

a rival political organization’s website, etc.) or simply to cause chaos, but they can also 

be used to create a diversion while cyber attackers exfiltrate data from a server or 

wreak other havoc. 

DDoS protection is an absolute must for businesses today, so talk to your hosting 

provider or security vendors about their DDoS options. This is an area where you don’t 

want to scrimp.

DDoS is an absolute must 
for business today.
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Antivirus

Antivirus software is an important line of defense against viruses that could otherwise 

wreak havoc on your system and/or compromise your valuable data. Antivirus 

programs scan your directories, files, and systems to identify known viruses and 

quarantine them, making it easy to isolate and remove the virus before it causes 

damage.

Firewalls

A firewall is another non-negotiable aspect of the secure 

SMB infrastructure. Your firewall acts like a bouncer at 

a club, analyzing the traffic that is trying to enter your 

network, and denying any suspicious traffic before it can 

even cross the threshold.
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Cybersecurity Training, Policies, and Procedures

One of the biggest “vulnerabilities” most companies have is their employees. 

Phishing, a type of cyberattack that usually targets people through emails posing 

as official communications from a legitimate source, is the starting point for 90% of 

cyber attacks, according to some estimates.

While using email spam filters will help cut down on 

the number of phishing emails your employees receive, 

there’s no substitute for cybersecurity training. Make 

sure your employees are well versed in the prevalence 

of phishing emails and know how to recognize potential 

scams. 

It’s also smart to set up policies and procedures that 

help avoid spear phishing, which is when a cyber 

attacker targets a particular employee, usually by claiming to be a legitimate vendor 

or employee requesting a payment or money transfer or personal credentials. Here 

are a few good rules of thumb:

• Train your employees to question and verify every vendor invoice with 

the appropriate line of business.

• Instruct employees to never give up any login information and to be 

wary of giving out personal information, even on social media.

• Set limits on the dollar amount that can be paid to a vendor without a 

second line of approvals.

• Issue limited login credentials to vendors who need access to 

certain files, rather than allowing them to use an employee’s login. Set 

permissions to only give them the access they need and be sure to 

immediately revoke access from vendors you no longer work with.

https://retruster.com/blog/2019-phishing-and-email-fraud-statistics.html
https://www.liquidweb.com/blog/security-threats/
https://hub.liquidweb.com/videos/dont-give-away-personal-details-on-social-media-cybersecurity-tip-from-liquid-web
https://hub.liquidweb.com/videos/secure-your-server-with-additional-users-cybersecurity-tip-from-liquid-web


9

• Give employees a list of acceptable hardware that’s compatible with 

your security systems and easy for your team to patch and update in the 

event a vulnerability is discovered. Mixed-use environments are more 

challenging to keep updated, so consider limiting the types of devices 

employees can use.

• If you have employees who work remotely, consider setting up a 

virtual private network (VPN) for them to use. VPNs enable employees to 

securely connect to your server(s) in a way that’s encrypted and safe even 

if they’re using public Wi-Fi.

• Require employees to change their passwords every few weeks or 

months, and teach them how to choose a strong password. 

Ongoing Human Oversight and Management

All of these lines of defense work together to secure your data and systems, but it’s 

important to remember that they require human oversight to function properly. 

You need to be highly realistic when deciding whether you’ll set up and manage 

your own cybersecurity defenses or partner with a knowledgeable managed 

hosting provider. Working with an experienced team often proves to be the ounce 

of prevention that’s worth a pound of cure down the road, especially given the high 

incidence of attacks on small and mid-sized businesses. (Additional reading: 8 Key 

Steps to a More Secure Web Server) More on hiring in a moment.

https://hub.liquidweb.com/videos/free-wifi-isnt-secure-cybersecurity-tip-from-liquid-web
https://hub.liquidweb.com/videos/choosing-your-next-password-cybersecurity-tip-from-liquid-web
https://www.liquidweb.com/blog/secure-server/
https://www.liquidweb.com/blog/secure-server/
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Protection and Remediation Planning

The other part of maintaining a secure infrastructure is having a strong contingency 

plan in place in case your lines of defense fail. This means backing up your entire 

infrastructure reliably and frequently, including:

• Files and databases

• Operating systems

• Applications

• Configuration

• Virtual machines

• Hosts and management console

• Cloud-hosted infrastructure

• On-device data

Here are a few good rules of thumb for maintaining a solid backup strategy:

• Take daily backups, if possible.

• Keep some of your backups off site to ensure business continuity in the 

event of a fire, flood, or natural disaster in your area.

• Maintain historical backups for at least six months.

• Ensure your backups are properly encrypted to keep them from 

becoming a point of vulnerability.

Backups and 
contingency plans 
are a must.
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Testing Your Backup and Recovery Strategy

Having your backups and redundancy in place is the first step toward peace of 

mind, but you also want to ensure your infrastructure will automatically failover to a 

working node if it needs to. Ideally, automatic failover will keep you up and running 

without much downtime, however it’s still a good idea to schedule your test for a low-

traffic time, such as the middle of the night.

Knowing that some downtime is to be expected when testing failover, your testing 

should help you develop your own standards of acceptable outage times so your 

team and vendors know how quickly they can reasonably get things up and running 

in the event of an outage.

And failover testing is not a one-and-done project. Test regularly, because your data 

and environments are constantly changing as you use them.

https://www.liquidweb.com/blog/automatic-failover/
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Teams 

As you can probably guess, cybersecurity is a time-consuming responsibility that’s 

typically handled by teams of trained professionals. If you’re planning to handle 

cybersecurity in-house, you’ll need to staff up your IT department to manage the 

relentless cybersecurity tasks required to keep your infrastructure safe.
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Your roles may vary, but here are a few common IT security roles:

Chief Information Security Officer (CISO) 

The CISO, sometimes called a CSO, oversees the security of the entire company. You 

may wonder whether this could be left up to the CIO or CTO, but with the relentless 

number of threats facing SMBs today, it’s a smart idea to have a C-suite employee 

focused on security. Your CISO will handle breach avoidance and response strategies, 

review and approval of IT infrastructure changes, and security reporting, among other 

tasks.

Network Administrator or Engineer

Your network administrator will have the responsibilities of 

designing and planning your network to be fast and secure, 

handling any network expansion duties that arise (such as 

securely connecting remote employees) and maintaining 

the security of the network on an ongoing basis. 

Infrastructure Manager

Your infrastructure manager will be responsible for maintaining the health and 

security of all of your physical hardware. That includes the physical components of 

your network (switches, routers, and firewalls), servers, and cabling.

Recovery Team

You’ll need to plan and budget for the 24/7/365 presence of a recovery team member 

whose responsibility is to enact your recovery plan in the event of a crisis or failover. To 

assist this person in performing their duties, it’s vital to have a thorough, documented 

plan that includes a checklist of responsibilities, rules for communicating about the 

crisis either digitally or in person, and a war room or Slack channel where executives 

can go for status updates.

https://www.liquidweb.com/blog/disaster-recovery-plan/
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Cybersecurity Checklist for SMBs

 � Perform regular vulnerability scans and patch / update any 

weaknesses discovered.

 � Set up DDoS protection.

 � Install antivirus on all devices and ensure it’s kept up to date.

 � Install and configure a firewall to block suspicious traffic.

 � Conduct in-depth cybersecurity training with employees.

 � Establish policies and procedures that contain your risk.

 � Perform daily backups of files and databases, operating systems, 

applications, configuration, virtual machines, hosts and management 

consoles, cloud-hosted infrastructure, and on-device data.

 � Develop an in-depth backup and recovery strategy.

 � Test your backup and recovery strategy regularly.

 � Hire an IT team who has security as a central responsibility.

Considerations

It can be expensive and challenging for SMBs to effectively manage cybersecurity 

in-house, which is why many companies rely on a managed hosting provider like 

Liquid Web. Consider whether you really want to be in the business of staying secure 

or devote some of those resources toward expanding your product line, reaching new 

markets, or growing your non-IT employee base.

With fully managed hosting from Liquid Web, we handle the nitty gritty of keeping 

your company secure so you can focus on running your business.

https://www.liquidweb.com/support/managed-experience/


Conclusion

Whether you want to handle it internally or hire a team of managed hosting experts 

like Liquid Web, cyber crime is a real and important risk every business owner must 

face. Don’t become an unfortunate small business statistic — the power to stay safe is 

yours.

About Liquid Web 

Liquid Web powers content, commerce and potential for SMB entrepreneurs and the 

designers, developers and digital agencies who create for them. Everything we do is 

about being a partner you can trust. As an industry leader in customer service, we’re 

known for our secure, reliable, fast, hassle-free hosting, backed by the Most Helpful 

Humans in Hosting™ (24x7x365 by phone, chat or ticket).

The Most Helpful Humans in Hosting®
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Learn more about Liquid Web managed hosting
https://www.liquidweb.com/support/managed-experience/

https://www.liquidweb.com/support/managed-experience/
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